BEPXOBHA PAJIA VKPATHU
KOMITET 3 IIMTAHDb [IH®POBOT TPAHC®OPMAIIT

PIITEHHA

IIpo 3aTBepmkenns Pexomenganiii cryxanns y Komireri
BepxoBHoi Pagn Ykpainu 3 nutanb nudposoi Tpancdopmanii
Ha Temy: «HanioHanbHa kiGepOe3neka Ta KiGep3axucr Y KkpaiHu,
y Tomy 4Hcaiy cepi KpuTHIHOI iHGpacTpyKTY pH»

Komiter BepxoBroi Pamm VYkpainu 3 muTaHs ImppoBoi TpaHCchOpMaIii
pO3IIIAHYBIIA Ha cBoeMy 3acimanui 15 ciums 2020 poxy mpoekT Pexomenpmamii
ciyxaHb Ha TeMy: « HanionansHa Kibepbesmneka Ta kibep3axuct YKpaiHy, y TOMy 4K
y cepi KpUTHUHOI iIHPPaCTPYKTypH», siki BinOymnucs 23 rpyauas 2019 poxy, BUpIIIKB:

1. 3arBepautu Pekomennartii ciryxans y Komiteri Bepxosroi Panu Ykpainu
3 nura#bk oubpoBoi TpaHchopmanii Ha Temy: «HamionampHa kiGepOesmeka Ta
kibepsaxucT VKpaiHu, y ToMy 4ucii y cdepi KpUTHYIHOI iHPPacTpyKTypm», fKi
BinOymwcs 23 rpyass 2019 poxy (nomaroThes).

2.  Hanpasutu Pimenns Kowmitery 3 maHoro muraHHs Bepxosriil Pani
Vkpainu, KaGinery MinicTpiB Ykpainu, Paxi HanioHaneHOi Oesmekn Ta 060pOHH
Vkpainu, [epxaBHili ciryx0i creriaabHOTro 3B’ 43Ky Ta 3aXHCTy iHpopMalii YKpainu.

TI'onoBa Komirery M. Kpsiuko



PEKOMEHJIAIIIT
cayxanb y Komiteri 3 murans nudposoi rpancopmanii
Ha Temy: «HanionanbHa kibepOe3neka Ta kibep3axucr YKpainu,
y TOMY 4HCIi y cdepi KpUTHYHOT iHpacTPYKTypH»

IIpo6memu 3abesmeuenHss KibepOesmeku, 3axucry iH(opMmamii Ta
JepP)KaBHUX EJIEKTPOHHUX 1H(OpPMAIiMHUX pecypciB Bil BHKIMKIB i 3arpo3 y
KiGepIIpocTopi € OOHHMM 3 KIIOYOBHX ImpobieM B yMoBax miobamisarii
indopmaniiinoro o6MiHy i IUPOKOro BIPOBaPKEHHS iHQOPMaLifHUX TEXHOIOTIN
y BCiX chepax KHUTTEAISUIBHOCTI CYCIILIBCTBRA.

V mux yMoBax TOJOBHUM 3aBJAHHSIM JIEPXKaBH € BXKWUTTA 3aXOMiB, IO
IO3BOJIATh IPOTHCTOSATH IIPOTHUIPABHUM JiAM y KibeprmpocTopi, YHUKHYTH abo
3MEHINUTH HEraTHBHI HACTiIKW Bim peanizamii kiGep3arpo3 - HasBHUX Ta
MOTEHIIMHO MOKIMBHX SIBHII 1 YMHHUKIB, 1[0 3aTPOXKYIOTH KibepOesmerti.

CepeJl YMHHHUKIB — ypa3uBicTh iHGOpMaIliiHOl IHPPAaCTPYKTypH IEPKaBH.
Tak, 3a ocTaHHi} uyac gejaimi dacTtimme o6’exTamu KibepaTak Ta KiGep3l04MHIB
CTaroTh iHGhopMaIliiiHi pecypcr (iHaHCOBUX yCTaHOB, ILIIPUEMCTB TPaHCIIOPTY Ta
eHeprosabesneyueHts, IepXKaBHAX OpraHiB, fAKi 3a0e3ledyroTs Oe3leKy, 000poHy,
3aXMCT BiJi HaA3BMYaliHUX CHTYyallif, a TakoX cepBepd iX oQimiiHuX IHTEpHET-
TIPEICTABHUIITB 1 eJeKTPOHHOI mouITH. Pizke 36inbmeHHs 3adikcOBaHUX BUIIAJIKiB
kibepaTak Ha JepkaBHi iHGOpMamifiHi pecypcH CBIOUHTh IIPO IOCHIIECHHS
IiSTIBHOCTI XaKepPChKUX pPYXiB 3 METOH IOpYIIeHHS poboTH iH(OpMaiiiHo-
TeJIeKOMYHIKaIifHUX CHCTEM JIepXKaBHUX OPraHiB.

[lpy 1bOMy, HE3aIOBLIBHMIN CTaH 3aXHUCTy iH(oOpMalii, SKud QiKCyeTbes
P TIPOBENEHH] 3aXOMiB AEp)KaBHOTO KOHTPOIIO, CTae MOTEHLIHHOIO 3arpo3oro,
0 MOXKE IIPU3BECTH JO IMOPYIICHHS CTAJIOro (YHKI[OHYBaHHS 00’ €KTiB
KpUTHYHOI iH(pOpMamiitHoi IHQPACTPYKTypH, i K HACIHIIOK, [0 3HIKEHHS
060pOHO3JATHOCTI ~ KpaiHW, 1i eKoHoMiuHOI, GiHaHCOBOI 1 MOMITHYHOL
HecTabiIbHOCTI, TTOCIa0IeHHs IMIIKY Ta iHBeCTHIIHHOT TpUBabIXBOCTI TOLIO.

OCHOBHHM IIIXOIOM y HAampsAMKY (GOpMyBaHHS IEp)KaBHOI IONITUKH Y
cepi kibepbesmekn Ta Kibep3axucty € GopMyBaHHS y3ro/DKEHOI 3 MKHAPOIHUMH
CTaHmapTaM¥ HOPMAaTHBHO-IIPaBOBOi 0a3M Ta BIOCKOHAJEHHsS 3aKOHONABCTBA Y
chepi 3axmcry imdopmarii Ta 3abesnedeHHA Oe3meKM 00 €KTiB KPUTHYIHOI
indopmariiinoi iHQpacTpyKTypH Bif 3arpo3 y kibepmpocTopi.

Cepe/ IIPiOPHUTETIB JEPXKIOMTHKA y chepi kibepOesmeku - (GOpMyBaHHs
yMOB uIsi 3a6e3meuenns Kibep3axucty iHpopmarilinoi iHbpacTpyKTypH YKpaiHy,
nepefyciM — 06’€KTiB KpuTHYHOI iHGopMaliiHoi iHGPacTPyKTypH NepiKaBH.

Ha croromi Ki6ep3axmcT [ep)KaBHHX €NEKTPOHHHX iH(OpMalidHuX
pecypciB Ta 06’€KTiB KpUTUYHOI iHOPAaCTPyKTypH 3MiHCHIOETBCS BiIMOBIAHO MO
3axoHy Ykpainum «IIpo ocHOBHI 3acamy 3abesleueHHs KibGepOesmeku YKpaiHW».
Bu3HaueHHS y I[bOMYy 3aKOHI [OBHOB&XEHb, 3aBIaHb Ta (YHKIiHA Cy0’eKTiB
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3abe3mneueHHs KibepOe3lekd MO3BOJIIE CTBOPUTH B YKpaiHi LINTICHY CHCTEMY
3abesmedyenns kiOepOesmekw. BopmHowac 1 MOBHOLIHHE Ta €(EKTHBHE
(GYHKI[IOHyBaHHS BUMAara€ TapMOHi3allli HAal[lOHAILHOIO 3aKOHONABCTBA 3
€BpomeiceKuM Ta immeMenTanii JlupextuB Ta craHmapriB €C y ramysi
xibepbesnexn, 30kpeMa i 00’€KTiB KpUTHUHOI 1HOPACTPYKTYpH, PO3POOKH Ta
BIOCKOHAJIEHHS HOPMATHBHO-IIPABOBOTO MIATPYHTS MiSIBHOCTI JePXKaBHUX
OprasiB, IHIIMX BU3HAYEHHX 3aKOHOM Cy0’eKTiB 3abesneueHHs KibepOeslekd 3
MeToro 3abesledeHHs IIPOIOPIIAHOCTI Ta aJeKBAaTHOCTI 3aXOiB Kibep3axHcCTy
peabHUM i MOTEHIIMHUM 3arpo3aM.

Cepell aKkTyalbHHX MPoOJEeM 3aKOHOJABUOTO 3a0e3leUeHHs — BiICYTHICTH
3aKOHy PO KPUTHUHY iH(pacTpykTypy. Lle cTpuMye BIpOBAKEHHS 3aXOiB
mo o 3abe3mnevyenns KibepOesneku 06’ eKTiB KpUTUIHOI IHYPACTPYKTYpH, 30KpeMa
3 TOYKH 30py BIPOBAKEHHS 3arajlbHUX BHMOT 10 KiGep3axucry, sKi 3aTBEpIKeH]
noctaHoBoro KabGimery Minictpis Ykpainu Bixm 19.06.2019 Ne 518. Kpim Toro,
OPUMHATTS 3aKOHY IIPO KPUTHUHY iHQPAacTPyKTypy [MHO3BOJIUTE IIPOBECTH
KaTeropiroBaHHs 00’€KTiB, 3allyCTUBIOIM TAaKMM YHMHOM IIPOIECH CTBOPEHHS
nepesikiB Ta peecTpiB 00’€KTiB KpUTHUHOI iH(opMamifiHOI iHOpPacTpyKTypH sK
ray3eBUX, Tak i HAIlOHAIBHOTO PiBHS, IO, Y CBOIO YEPry JO3BOJIUThH €()EKTUBHO
BIIPOBA[KYBaTH 3axOIM 3 iX KiOep3axHcTy BHUXONSYM 3 pealbHOI MOTpedw,
pO3paxyBaTH MaTepianbHi, JIOACEKI Ta (IHAHCOBI pecypcH, HEOOXimHi st
3a0e3meueHHs KiGepcTiKoCcTi KOKHOTO 3 00’ €KTIB.

CTBOpEHHSI BIAMOBIAHOTO 3aKOHOABYOTO MIAIPYHTS Ui BIIPOBAKEHHS
MeXaHi3MiB JepXKaBHO-IIPHBATHOrO MAapTHEPCTBA B iHTepecax 3abe3nedeHHs
KiGepGesmeku i KibepcTiKOCTI KpUTUYIHOI 1HGPACTPYKTYPH YKpalHU € HarajlbHUM
IUTaHHAM U YKpaiHu, 0e3 BHUpINIEHHS SKOTO MU HE 3MOXEMO €(EeKTHBHO
peanizoByBaTH BCi HEOOXifHI acleKTH MiSIBHOCTI 33 3aXMCTy KibeprmpocTopy
Ta IPOTHZII 3arp03aM i BUKIIMKaM Cy4acHOTO IA(PPOBOTIO CBITY.

CrorofHi Ha TOPSAKY AEHHOMY SIK aKTyallbHe CTOITh TaKO0X MUTaHHS
CTBOpeHHs 3a0e3redyeHHs e(QEeKTUBHOI B3aeMOJil YIOBHOBaXEHWX JIepXKaBHUX
OpraHiB Mmij d4ac peamizanii HUMH 3axOJiB, CIPAMOBAHMX Ha 3a0€3MEYEHHS
kibepbesneku. ToOTO, MiSNBHICTE INOJO CTBOPEHHS HOBOTO HOPMATHBHOIO
MiATpyHTS Mae OyTH CIpAMOBaHA Ha IIOCHJICHHS KOOPAHMHAIIl 3yCHJb YCiX
cy6’exTiB 3ab6e3medeHHs KibepOesneky, 30KkpeMa THX, 10 OMiKyIOThesl 00’ €KTaMu
KpUTHYHOI iHdopmamiiieoi IHQPacTpyKTypH, y XOHi BHKOHAaHHI HUMH
TIPEeBEHTUBHUX 3aXOJ(iB, BUSABICHHS CIpo6 Ta/abo (akTiB BUMHEHHs KibepaTak Ta
KiGepiHIUIeHTIB, CTPUMYBAHHS Kibeparak, IPUIMHEHHS Ta YCYHEHHs HACIiIKiB
kibepaTak Ta KiGepiHIMIeHTiB, BIIHOBICHHS CTAIOro (QyHKIOHyBaHHS 00’€KTiB
KPUTUYHOI iH(bOpMamiiHoI iIHGPaCTPYKTYPH.

KpiM Toro, po3po6ku HOBHX IPaBOBUX MEXaHI3MiB Ta 3aKOHOJaBYOI 6asu
BMMAraioTh HOBi Ta aKTyalbHi 3aBJAHHS, IO IIOCTAIOTh CHOIOJHI Tepe]] HaIloko
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JlepKaBoI y KOHTeKCTi 3abesmeueHHs iHdopmariiinoi Ta kibepGesmeku. Cepern
TaKMX 3aBIaHb - IMIIIeMeHTamis 3akoHomaBctBa €C y cdepi iHGopMamiiHOL
GesIeKy, 3ampOoBaIKeHHs OIIHKK BiNmoBiZHOCTI 3aco6iB 3axucTy iHdopmarii
BIAMOBIAHO 10 MIDKHapOJHHUX CTAaHAApPTIB Ta PHUHKOBOIO HArJANy 3a TaKoo
TIPOMYKIIi€I0, & TAKOXK yUacTh y MIKHAPOJHHX MPOEKTAX 3a HAIPSMKaMH CIIiBIIpaLl
3 HATO, 30kpema peanizanii AIMiHICTpaTUBHUX JOMOBIEHOCTEH MK Ypsaom
Vkpainu Ta Opramizaumiero IliBHidHO-ATianTHdHOro Jloroopy momo oOMiHY
indopmariero 3 o6mexenum goctynom, COT, €C (cTBOpeHHS €AUHOrO MU(PpPOBOTO
purKy, Harmonized Digital Market, HDM), imMmueMenTaiis PernaMeHTy 3axXuCTy
nepcoHanpEEX Aanux (GDPR), omiHKM Ge3mekr HOBHX TEXHONOTiH 00poGku
iHpopMarii (posmomineHi peecTpyu, XMapHi 00UHCIEHHS TOIIO).

O6roBOpPUBIIA TIPOGIEMHI TUTAHHS IPABOBUX MeXaHi3MiB KibepOesneku Ta
Kibep3axucTy yuyacHUKH ciyxadb B KowmiteTi 3 muTaHp IudpoBoi TpaHchopmanii
PEKOMEHIYIOTE!

1. BepxoBHiii Pagi Ykpainu:

1.1. 3abe3meunTd MEPINIOYEPrOBUM PpO3IMILA Ta NPUAHATTSA 3aKOHY IIPO
BHECEHHs 3MiH 10 3akoHy Ykpainu “IIpo saxuct indopmanii B iHbopmamikiHo-
TeNeKOMyHiKallilfHux  cucremax”  (IOZO  TiATBEPIKEHHS  BiATOBIAHOCTI
iH(GOpMaIifiHOI CHCTEMH BUMOTaM i3 3aXucTy iHdopmallii).

2. Bepxogniii Pagi Ykpainu ta Kabinery MinicTpis Ykpainn:

2.1. 3a6e3meunT PO3pOOIEHHS Ta INPUUHATTA 3aKOHY IMOIO0 [TOJAJIBIIOTO
BrpoBamkenns Jupextus €C, HOpM MIXHAPOIHUX CTaHAAPTIB, cTaHAaptis €C Ta
HATO y chepi enekTpoHHHX KOMyHiKami, 3axucry iHpopmanii, inGopmartiiHoi
6e3meku Ta kibepbesneky;

2.2. 3abe3mednTH pPO3pOOIEHHS Ta MPUAHATTS 3aKOHY IMONO KPUTUYHOL
iHbpacTpyKTypH Ta il 3aXHUCTY,

2.3. 3abesmeuynT pO3poOJIEHHS Ta NPUMHATTA 3aKOHY IIOTO IOCHJICHHA
BiTOBINANBHOCTI 3a HEBUKOHAHHS BHMMOI HOPMATHMBHHX IOKYMEHTIB y cdepi
3axucTy iHdopmarii Ta Kibep3axucry,

2.4. 3a6e3MeunTH PO3pOOIEHHs Ta MPUMHATTA 3aKOHY IIOJ0 0COONUBOCTEH
JlepXaBHO-IIPUBATHOTO [apTHepCcTBa y cdepi KibepOesnekw;

2.5. 3a6e3MeUnTH POo3pOOIeHHs Ta IPUMHATTS 3aKOHY IIO0 BHECEHHS 3MiH
1o 3axony Ykpainu «IIpo [lepikaBHY CIyOy CIENialbHOTO 3B’SI3KY Ta 3aXHCTY
inbopmanii Ykpainm» 3 Meroro 3abesmedeHHs MyOIiYHOCTI MPOLETYP OLIIHKHU
BifmOBiHOCTI ¥ cdepi KpumTorpadidHOro Ta TEXHIYHOTO 3aXMCTy iHpopMaLii, SIKi
BUKOPHCTOBYIOTECS ISl KiGep3axuCTy, 3 ypaxyBaHHIM €BPOIICHCEKOTO IOCBIY;
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2.6. 3a0e3MeYnTH PO3pOOIEHHS Ta PUMHSATTS 3aKOHY IIOAO BHECEHHS 3MiH
[0 HeSKMX 3aKOHIB YKpaiHW I0J0 BPETyJIOBaHHS IiSIBHOCTI 3 PO3POOIEHHS
HOPMATHBHHX JIOKYMEHTIB CHCTEMH TEXHIYHOTO 3aXHCTy iHpopmamii Ta chepu
IpOTHAIl TEXHIYHMM pO3BiIKaM 3 METOIO IPHBENEHHS HALIOHAJIBHOI CHCTEMH
cTaHapTH3alii y BiAMOBIAHICT 10 MIXXHAPOJHOI Ta €BPOIIEHCHKOI IIPAKTHK;

2.9. 3abe3meunTyi po3pOOIIEHHs Ta TIPUIHHATTS 3aKOHY IIPO BHECEHHS 3MiH 0
KpuminansHoro Ta KpuMiHATBHOTO IIPOIECYalbHOrO KOJEKCIB YKpaiHu II0I0
pO3MEXXYBaHHS IMIICTITHOCTI 3JOYMHIB, BYMHEHMX Yy cdepi BHUKOPHUCTAHHS
eJIEKTPOHHO-00YHCITIOBAEHAX MAIINH (KOMII'FOTEPIB), CHCTEM Ta KOMII FOTEPHHUX
MepekK 1 Mepex eIeKTpO3B’ 3Ky, AepKaBHUX iHQopMalifHuX pecypciB i 00’ €KTiB
KPUTHYHOI iHhopManiiiHoi iHGpacTpyKTypH Ta IOJO BBEIEHHA OKPEMOI Kareropii
JI0Ka3iB, a caMe HU(POBUX J0Ka3iB Y KpUMiHATBHOMY IIPOBAIKEHHI;

2.10. 3a6e3meynTy po3pOOIeHHs Ta IPUNAHATTS 3aKOHY PO BHECEHHS 3MiH
no 3akoHy Ykpainm «[Ipo caHKI{ii» Ta PO BHECEHHS 3MiH JIO JEIKHX 3aKOHIB
VKpaiHH INOHO TOCHIICHHs BiIIIOBINAJBHOCTI 3a BYMHEHI NPaBONOPYLIEHHS Y
chepi indopmaniiinoi Ge3nexu Ta 60poTEOU 3 KiGep3TOUMHHICTIO;

2.11. 3a6e3meuuTy po3pobIeHHs Ta MPHHHATTS 3aKOHY PO IMILIEMEHTAIIII0
nos10xeHb KOHBEHIIIT Tpo KiGep3I04NHHICTb.

3. Paxi HamioHaJibHOT Oe3nekH Ta 000POHH YKpaiHH:
3.1. po3pobutu mpoekt Crparerii xibepOesnexkn Ykpainu Ha mepiox 2020-
2025 poxkiB.

4. Komirery BepxoHoi Pagm VYkpainm 3 nuTane nudpoBoi
TpaHncdopmamii:

4.1. mpoBecTH TpOTSroM TpeThol cecii BepxoBHoi Pangn Ykpainu [1eB’ITOTO
CKIIMKAaHHS IIapJaMEHTChKi CIIyXaHHS IIONO CTaHy KibepOesnmekw, MUTaHb
KPUTUYHOI iHQPACTPYKTYpH Ta eNeKTPOHHUX KOMYHIKallil B YKpaiHi;

42. TiAroTyBaTM IPOEKT MEMOpaHIyMy IIpo cIHiBmpamio y cdepi
KibepbesmeKku, 3alyduBIOM [0 y4acTi B HBOMY CyO’ekTiB 3abe3medeHHs
KiGepOesmeKs, MXKHAPOIHI OpraHizamii ToIo;

4.3. TIpoBecTH OOrOBOPEHHS 13 3alydeHHSM IHIIMX NPOGITPHUX KOMITETIB
Bepxosroi Pamu Ykpainu 3 po3poOku IpoekTiB 3akoHiB «[Ipo kiGepOesrexy»,
«IIpo 3axWcT O06’€KTiB KpUTUYHOI iHOPACTPyKTypw» 3  ypaxyBaHHIM
€BPOIEHCHEKMX Ta €BPOATIAHTHYHHX IparHeHb YKpaiHn Ta HeoOXigHoCTi
iMIIIEMeHTAIliT €BPOIeChKOr0 3aKOHOIaBCTRA.

5. KaGinery MinicTpiB Ykpainu:
5.1. migroTysaru mwian peanizanii Crparerii kibep6esnexu Ykpainu ua 2020
piK;



5.2. miAroTyBaTH MPOIO3ULII 00 HOPMATHBHO-IIPABOBOI'O BPETYIIOBAHHA
IUTaHb PO3BUTKY CHCTEM PECYPCHOTO, MaTepialbHO-TEXHIYHOTO, (iHAHCOBOrO Ta
KaJ[pOBOro 3a0e3nedeHHs y cdepi KibepOesmnexw;

5.3. BXKHUTH 3aXO[iB 3 IIATOTOBKM Ta YKJIaJaHHS MDKHApOIHHX IOrOBOPIB
momo B3aemoxnil y cdepi KiGepGesreky, IeprioueproBo 3 KpaiHamu, sKi
3aKOHOJABY0 BHM3HAUWIK CBOIO cminmpamio 3 Ykpainowo (CIIIA, xpaimm €C), a
Takox 3 Kpainamu-awieHamu HATO;

5.4. po3moyaTH, B pPO3BHTOK YTOQM TIPO acOIiallio, MiATOTOBKY
MDKHApOIHHX J0T0BOPIiB YKpaiHU 3 BiANOBITHUMHE iHCTUTYIisME €BPOMEHCHKOTO
Corosy 3 THTaHb B3aEMHOTO BU3HAHHA pE3YIBTATIB OLIHKH BIJIITOBiTHOCTI
(ceprudikarii) 3 kibepbesnexu,

5.5. mix 4ac GopMyBaHHS CTpaTeridHUX TOKYMeHTIiB y cdepi KiGepOesmexu
BPaXOByBaTH HEOOXIIHICTh CIPAMYBATH HisNIbHICTH, 30KpEMa Ha:

BJOCKOHAJICHHS ~ CHCTEMH 3a0e3nedyeHHss Oe3MeKd MEpPEeXEeBUX Ta
iHQOPMAIIMHUX CHUCTEM, IOJIOBHOIO METOIO YOO Ma€ CTarTH e(peKTUBHHI 3aXHCT
indopmarii Ta gaHuX, 3a0e3IedeHHs CTIHKOCTI MEpeX i CHCTeM, Oe3mepepBHOCTI
BUKOHAHHS HAMH QYHKIIHN, a TakoX eheKTUBHICTh MiSNBHOCTI II0/0 BUSBICHHS,
pearyBaHHs Ta MiHiMi3anil CTPOKIB X BiJHOBIEHHS MiCIL KiOepiHIIUICHTIB;

CTBOPEHHS yMOB IS 3a0€3MeUeHHs PeCypCaMHy, y TOMY 9HCIIL JEOICHKUMHE B
chepi kibepOesmexy;

BUKOPUCTAHHS MOIHMBOCTEH JIEpKaBHO-TIPUBATHOTO IIAPTHEPCTBA  Ta
B3a2EMOJIIi CTEHKXOIIepiB Ul BUPIIIEHHs IUTaHb Kibep3axucTy i KiGepOesreky;

5.6. TpPUCKOPUTHM PO3IVISL Ta 3aTBEPKEHHS MPOEKTIB HOPMATHBHO-
IPaBOBUX JTOKYMEHTIB II0JI0:

HOpSAKiB (OpMyBaHHS IepeliKy 00’€KTiB KpUTHIHOL iHpopmartiiiHol
{H®PACTPYKTYpH, BHECEHHS 00’ €KTIiB KPUTHIHOI iHQOpMALIHHOI IHGPACTPYKTYpH
O IEepXKaBHOTO PEECTpy 06’€KTiB KpUTHYHOI iH(poOpMawifHOl IHQPaCTPYKTypH,
fforo opMmyBaHHs Ta 3abe3nedeHHs QYHKIIOHYBaHHS;

KPUTEPIiB BiIHeceHHs 00’ €KTIB 0 KPUTHIHOI iHPPAaCTPYKTYPH;

CTBOpPEHHS CHCTEMH ayiuTy iHhopMaIiiHoi Oe3mekd, y TOMY gucii U
00’ €KTiB KPUTHYHOIT iHPPacTPyKTypH,

NOPSAKY — TpOBENEHHS ~ OMNsZy — CTaHy — Kibep3axucry — KPHTHYHOL
iHbopMariHOl 1HOPacTpyKTypH, HepXaBHUX iHGOPMAIHHIX pecypciB  Ta
iHdopMarlii, BEUMOTa IO 3aXKUCTY SIKOT BCTAHOBIICHA 3aKOHOM;

CTBOpEHHS MEXaHi3My CIIBHMX Jil CyG’€eKTiB 3a0e3IeIeHH Kibepbesnexu
Ta  BIACHHKIB  (DO3NOPSOHHKIB)  O0’€KTiB  KPUTHYHOI indopmariiiinoi
iHQpacTPYKTYpH TiI dac BHSBIEHHS, MOMNEPeKeHHs, IPUNMHEHHS KibepaTak Ta
KiGepiHIMIEHTIB, 8 TAKOX IIPH YCYHEHHI 1X HACIIKIB;

5.8. pO3pOBHTH Ta BIPOBAIUTH OpraHizalliffiHo-NpaBoBi MEXaHi3MU PO3BUTKY
HaI[iOHAJTBHOI HOPMAaTHMBHO-TIpaBoBoi 06asu B cdepi Kpurrorpadidsoro Ta
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TeXHIYHOro 3axucTy iHdopmarii, ski 6 3a0e3meuwnaym Iepexin IO pH3HK-
OpiEHTOBAHOIO MIXOLy [0 OpraHizamii Ta 3abe3medeHHs Oesnexu iHpopmarii i3
BIIPOBa/DKEHHSM [HX HOBHX HOpM, B IIE€pIIy 4epry Ha 00’€KTaX KpPUTHYHOI Ta
KpuTHuHOi  iHdopMamiiiHol  iHbpacTpyKTypH, CHCTeM Juii  IIyOIidHOTO
aAMiHICTpyBaHHS Ta HaTaHHA aIMIiHICTPaTUBHHX MOCIYr, 0OpOGIeHHS
IIEPCOHATLHUX JaHUX, BIPOBAIKEHHIO MKHAPOIHUX CTaHAAPTIB y chepi be3mexku
CHCTEM, IIPOIYKIIil Ta IOCIYT;

5.9. 3a6e31eYnTH HABYAHHS HACEJIEHHS OCHOBaM 0e3[1€4HOr0 BUKOPHUCTAHHS
iH(opMaIiHHUX TEXHOJIOTIH Ta NU(POBUX IPUCTPOIB;

5.10. meperystHyTH OCBiTHI mporpaMu B ramysi IT Texmomorid Ta 3axucTy
inopmarii s MATOTOBKM (axiBI[B CydacHMM TEXHOJIOTiSIM Ta OCHOBaM
iH(opMmaniiinoi Ge3reky Ha OCHOBI aHaIi3y PU3HUKIB Ta IPOLECHOTO MiAXOIY.

6. MepsxaBHiii cayx06i cneniajJbHOro 3B’SI3KY Ta 3axHcTy iHdopmamii
Yxkpainu:

6.1. 3a6e3MeYnTH MOAANLIINM PO3BUTOK HAI[lOHAIBHOI TeJIeKOMYHiKalliiHOT
Mepexki, fK Cy4acHOl MyJNBTHCEPBICHOI TeleKOMyHikaliHOI ImarQopMu Ui
3abe3reueHHs Kibep3axucTy Ta opraHizamiifHo-TeXHI9HOI Mozieni KibepOesmeky;

6.2. 3a0e3MeuWTH MiATOTOBKY Ta IIEPEIiAroTOBKY IpeCTaBHUKIB
JIEpKaBHUX OpraHiB Ta 00’€KTiB KPUTHUYHOI iH(PACTPYKTYpH, BUKOPHCTOBYIOUH
MOJKJIUBOCTI KiOepIIOIirOHY.



